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1. In t roduc t ion  

The  theore t i ca l  analysis  of  sys tems for  p r o t e c t m g  the  secur i ty  of  r e f o r m a t i o n  shou ld  be  of  
in te res t  to  the  p r a c t m o n e r  as well  as the  t h e o r e h c t a n .  T h e  p r ac t i t i one r  mus t  conv ince  
users  tha t  the  in tegr i ty  of  the i r  p r o g r a m s  and  files is m a i n t a i n e d ;  Le.  he  mus t  conv ince  
t h e m  tha t  the  o p e r a t i n g  sys tem and  its m e c h a n i s m s  will cor rec t ly  p ro t ec t  these  p r o g r a m s  
and  files V a g u e  or  i n fo rma l  a r g u m e n t s  are  u n a c c e p t a b l e  s ince they  are  o f t en  wrong .  
I n d e e d  the  fo lk lore  is r ep l e t e  with  s t o n e s  of  " s e c u r e "  sys tems be ing  c o m p r o m i s e d  m a 
m a t t e r  of  hours .  

A p r imary  r e a s o n  for  the  a b u n d a n c e  of t he se  inc iden t s  is t h a t  even  a smal l  se t  of  
a p p a r e n t l y  s imple  p r o t e c t i o n  p n m m v e s  can  of ten  lead to comp lex  sys tems  t h a t  can  be  
exp lo i t ed ,  and  t h e r e f o r e  c o m p r o m i s e d ,  by some  adversa ry .  Bu t  it is p r e o s e l y  this  fact ,  
s imple  p r imi t ives  wi th  c o m p l e x  b e h a v i o r ,  t ha t  lures  the  t heo re t i c i an .  O u r  p u r p o s e  h e r e  is 
to p r e sen t  a conc re t e  exam p l e  of  a p ro t ec t i on  sys tem and  t hen  to comple t e ly  ana lyze  its 
b e h a v i o r .  

O u r  m o t i v a t i o n  for  do ing  this  analysis  ~s twofo ld .  T h e  p r o t e c t i o n  sys tem t h a t  we s tudy  
~s not  one  we i n v e n t e d ,  r a t h e r  it appea r s ,  for  e x a m p l e ,  in C o h e n  [1] M o r e o v e r  it is 
closely r e l a t ed  to sys tems s tud ied  m D e n n i n g  and  G r a h a m  [2] and  J o n e s  [4]. Th i s  po in t  is 
mos t  i m p o r t a n t ,  for the  space  of poss ib le  p r o t e c t i o n  sys tems  is exceed ing ly  n c h  a n d  it is 
tr ivial  to th ink  up  a rb i t r a ry  sys tems to s tudy.  W e  are  i n t e r e s t ed  no t  in a rb i t r a ry  sys tems ,  
bu t  in sys tems tha t  have  prac t ica l  a p p h c a h o n  

T h e  a b o v e  m o t i v a t i o n  is necessa ry  bu t  no t  suff ic ient  for  us  to  es tab l i sh  t h a t  t he se  
ques t ions  should  in te res t  the  t h e o r e t i c m n .  O u r  s econd  r e a s o n  for  s tudy ing  these  p r o b -  
lems is tha t  m a na tu r a l  way they  can be  v iewed  as "gene rahza t~ons  of  t rans i t ive  c l o s u r e . "  
In fo rmal ly ,  ou r  m o d e l  is: 

Given:  A di rec ted  l abe l ed  g raph  G and  a set of r ewr i t ing  rules  ~ .  
D e t e r m m e :  W h e t h e r  or  no t  t he re  is a s e q u e n c e  of  g raphs  Gi ,  Gz, . . . ,  G,~ such t ha t  G = 

Gi ,  Gi, has  p rope r ty  X and  G,+ 1 fol lows f rom G, by some  rule  in ~ .  
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Here property X encodes that there is a protection violation in G, .  Our goal then is to 
determine whether or not such a G,  can be reached, i.e. to determine if a protection 
violation is possible. 

Property X is frequently stated as follows: X there is an edge from vertex p to q with 
label c~. This property looks very much like a transitive closure question. Indeed if the 
rules ~ only allowed the addition of arcs, then these problems would be easily solved by 
known methods. They are not so simple. The rules of interest to those in protection, and 
the particular rules we study, allow new vertices to be added. This simple change of 
allowing graphs to "grow new vertices" makes the problem challenging. Indeed the 
particular model we study is no longer even obviously decidable. 

Let us now make the above concrete by introducing the particular protection system 
we study. We consider directed graphs whose arcs are labeled with an r or a w or a c and 
have no self loops Although we manipulate these graphs as formal objects, It is helpful 
to keep in mind the following informal semantics: A vertex corresponds to a user,  r = 

read,  w = write,  c = call. If there is a directed arc from x toy  wffh label r (respectively w, 
c), then x can read y (respectively write,  call). For example, in the graph 

w 

X i r  ~: y 

Z 
x can wrtte y ,  x can read z,  buty  cannot wr~te z since this edge is missing. More formally, 
a protection graph Js a fimte directed loop-free graph with each arc labeled by a 
nonempty subset of {r, w, c}. We interpret the case where an arc is labeled with other 
than a single element to mean that multiple "r ights" are allowed. 

This protection model,  called the take a n d  grant  sys t em,  is now completed by presenta- 
tion of five rewriting rules. 

1. Take:  Letx ,  y, and z be three distract vertices m a protection graph, and let there be 
an arc from x to y with label ,y such that r E 3' and an arc from y to z w~th some label a C 
{r, w, c}. The take rule allows one to add the arc from x to z with label a ,  yielding a new 
graph G'  Intuitwelyx takes the ability to do a to z f romy.  We represent I this rule by 

, o j 7  
y _ : _ -  _ _  X y Z 

2. Grant:  L e t x ,  y, and z be distinct vertices in a protection graph G, and let there be 
an arc from x to y w~th label y such that w ~ 3' and an arc from x to z with label ,y C_ 
{r, w, c}. The grant rule allows one to add an arc f romy to z with label o~, yielding a new 
graph G ' .  Intuitwely x grants  y the ability to do c~ to z. In our representation 

x y z x y z 

3. Create: Let x be any vertex In a protection graph; create allows one to add a new  
vertex n and an arc from x to n with label {r, w,  c}, yielding a new graph G' .  Intuitively x 
creates a n e w  user that it can read,  write,  and call. In our representation 

r w ¢  

4. Call: Let x , y ,  and z be distract vertices in a protection graph G, and let ot C {r, w, c} 

r 
1 H e r e  and  m la t e r  d m g r a m s  we a b u s e  n o t a t i o n  by  wr i t i ng  an exphc i t  n g h t  as  a rc  label  ( x = : -" Y ) 

to m e a n  the  arc  l a b e l c o n t a m s t h a t  r igh t  0 e  x =  ~-- y such  t h a t r  E ' y )  
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be  the  label  on  an  arc f rom x to y and  Y the  label  on  an  arc f rom x to z such  t ha t  c ~ T- 
T h e  call rule  al lows one  to add  a new ver t ex  n ,  an  arc f rom n t o y  wi th  labe l  a ,  and  an  arc  
f rom n to  z wi th  labe l  r ,  y w l d m g  a new g r a p h  G ' .  In tu i twe ly  x is calling a p r o g r a m  z and  
pass ing p a r a m e t e r s  y .  T h e  " p r o c e s s "  is c r ea t ed  to ef fec t  the  call: n can  read the  p r o g r a m  
z and  can  a the  p a r a m e t e r s .  In ou r  r e p r e s e n t a t i o n  

X 

~ Y z 

y z 

n 

5. Remove: Let  x and  y be  dis t inct  ver t ices  m a p r o t e c t i o n  g r a p h  O wsth an  arc f rom x 
to y with label  ct. The  r e m o v e  rule  al lows one  to r e m o v e  the  arc f rom x to y ,  y ie ld ing  a 
new g raph  G ' .  In tmt ive ly  x removes its r ights  to y In our  r e p r e s e n t a t i o n  

t l  

T h e  r e m o v e  rule  is de f i ned  main ly  for  c o m p l e t e n e s s ,  s ince p r o t e c t i o n  sys tems  t e n d  to  
have  such a rule .  M o r e o v e r  we expec t  to  s tudy  p r o p e r t w s  of  p ro t ec t i on  sys tems  o t h e r  
t han  p ro t ec t i on  v io la t ions  which  will use r e m o v e  in a crucial  way.  Bu t ,  for  the  p r e s e n t ,  
r e m o v e  may  be  ignored .  

T h e  o p e r a t i o n  of app ly ing  one  of the  rules  to a p ro t ec t i on  g r a p h  G yie ld ing  a new 
p r o t e c t i o n  g r a p h  G '  ~s wr i t t en  G ~- G ' .  As  usual  G ~* G '  d e n o t e s  t he  ref lexive ,  t r anss twe  
c losure  of  ~-. 

A n  i m p o r t a n t  t echnica l  po in t  ~s tha t  this  sys tem is monotone in the  sense  t ha t  if a rule  
can be  a p p h e d ,  t hen  add ing  arcs c a n n o t  c h a n g e  this.  The  m o n o t o n e  p r o p e r t y  is crucial  
la ter .  

Now tha t  we have  seen  t he  ru les ,  let  us  look  at the i r  b e h a w o r .  W e  s tar t  w i th  a s imple  
ques t ion :  In the  g r a p h  

X r 
,7 = ; Z  

Y 

is it poss ible  f o r y  to read z? T he  answer  is obv]ous ly  no  since t he re  is no  read arc f rom y 
to z. Bu t  we are  real ly  asking:  Is there a sequence o f  rule applicattons that leads to a graph 
wtth a read arc from y to z? M o r e  genera l ly ,  say p can a q if t h e r e  is a s e q u e n c e  of  rule  
a p p h c a t l o n s  tha t  leads  to a g r a p h  wi th  an  a arc f rom p to q .  T h e n  to s ta te  ou r  ques t i on  
m o r e  precise ly ,  we ask: Is it t rue  t ha t  y can read z? Clear ly  w i thou t  c r ea t e  the  answer  is 
no  since n o n e  of  the  o p e r a t i o n s  t ake ,  g ran t ,  or  call can  apply.  T h e  fo l lowing s e q u e n c e  of  
app l ica t ions  of  the  rules  2 shows tha t  by using c rea te  the  a n s w e r  ~s yes: 

X r 
x r ~ : : z  

; : Z  

r Fv erea t~  

Y . . . . . . .  - ~ n  
y r w c  

z In the diagrams dashed hnes are used only as a wsual aid to set off the added arcs of the current operation 
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x r x r z r z 

~akes "\\\ r ~,r r ~x grants ~l, takes 

"\\\ t rwc ~ / ~ n - -  Y i/ 
~' r w c  y n / 

This example demonstrates the kind of graph-theoreUc problem we are studying Our 
main theorem is stated m Section 2 This theorem presents a complete answer to the 
question: Is it true that p can a q? Indeed this theorem leads easily to a hnear time 
algorithm for answering the question. 

A final word about how this theorem contributes to our understanding of protection is 
as follows. Each user of a protection system needs to know: 

What information o f  mine can be accessed by others? 
What information o f  others can be accessed by me? 

The question is vague m general, but here it is rendered in the simple question: Is it true 
that p can a q9 

The types of protection models studied here have received considerable attention 
recently. Our approach is related closely to the interesting work of Harrison, Ruzzo, and 
Ullman [3]. They show that what can be called the "uniform safety problem" is 
undecidable. Interpreted as a graph model, their result says that given an arbitrary set of 
rules (similar in spirit to take, grant, etc.) and an initial graph, it is undecldable whether 
or not there will ever be an arc from p to q with label a This is a uniform problem in the 
sense that the rules are arbitrary. Even when the rules have to satisfy certain additional 
constraints, the results of [3] and the results of Lipton and Snyder [6] show that 
protection is impractically complex. 

Our view here is that since the uniform protection problem is so difficult and since 
operating systems usually require only one fixed set of protection rules, the nonuniform 
problem should be studied. As stated before, we chose the particular take and grant 
system by studying the protection literature. 

2 Basic Results 

Our objective is to show that there are two simple conditions that are necessary and 
sufficient to determine if vertex p can a vertex q. Let G be a protection graph and a E 
{r, w, c}. Call p and q connected if there exists a path between p and q independent  of 
the directionality or labels of the arcs. Define the predicates: 

Condition I: p and q are connected in G. 
Condition 2" There exists a vertex x in G and an arc from x to q with label #3 such that 

c~ = r implies {r, c} N /3 -~ 0 ,  or a = w implies w E /3 ,  or a = c implies c E/3 .  

Informally these conditions state that p can a q if and only if there is an undirected path 
between p and q (condition 1) and some vertex x a's q (condition 2). 

The first step is to demonstrate the necessity of conditions 1 and 2. 
LEMMA 1. I f  G Is a protection graph with vertices p and q and a is a label, then p can 

a q tmphes condition 1 
PROOF. Supposep can a q and assume that condition 1 is not satisfied in Go . . . .  , G,. 

Then it is not satisfied in G,+~ since no rule application connects existing vertices not 
already connected Hence p and q are not connected in G, ,  contrary to the assumption 
that p can a q. Therefore condition 1 must be satisfied. [] 

LEMMA 2. I f  G is a protection graph with vertices p and q and a is a label, then p can 
c~ q tmphes condition 2. 

PROOF. Ifp can a q,  either there is an arc labeled a incoming to q in G, in which case 
condition 2 is satisfied, or else there is no incoming arc with label a in Go . . . . .  G, and 
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G,+~ has such a labeled arc Since take and grant merely copy arcs, G, ~ G,+~ did not 
occur by means of take or grant. Create could not have applied; so G, ~- G,+~ by 
application of call But no incoming c~ can be created that didn't  previously exist as an 
incoming arc satisfying the lemma. Thus the arc couldn't  be added andp  can c~ q must be 
false, contradicting our original assumption Hencep  can a q implies condition 2. [] 

To simplify matters later and to clear up an apparent anomaly in condition 2, we next 
show that if a user is allowed to call another user, then he is allowed to read him as well. 
It is this fact that allows us to write {r, c} fq/3 ~ Q5 m condition 2 rather than just r ~ /3 .  

In a protectton graph G, X • ¢ y lmphes x : r ¢ LEMMA 3. 

P R O O F .  Apply the following rules: 

X ¢ 

I 

[-x create I r w c  
Y I 

n !  

¢ 

x T . . . .  

1 

Fx can I rW¢ r 

i 
% ~---~-~7~ --~ n2 

r 
C ~ 

, .  X 
rw¢ /"  l Y 

~'t~ z grant } / / r  ~-~ take [] 

n .  } ~ /  
t r w c  - n 2  n l -  r w ¢  - 2 

We next prove a key lemma that shows that the directionality and labels along a 
connected path are unimportant.  Call vertices p and q of a protection graph directly 
connected ff there ~s an arc between them independent of the directionality. 

LEMMA 4 Let p, q, and x be distinct verttces tn a protection graph, let there be an arc 
from x to q wtth label c~, and let p and x be dtrectly connected. Then p can ct q. 

PROOF. By monotonicity, there are only six distract cases. 
Case 1. 

p x q 

Case 2. 

W Ct 

~'P grant 

w x 

P i ."'~; 

n 

W P~ 
t 
I r w c  

i 
n 

; :q  

~a" grant 

O. ~ * q  

W X 

n 
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(Case 2 continued) 

~'v take 

/ /  W ~ \~,.. _ 

I w¢/rwsj 

n 

Case  3 

By L e m m a  3 this  can  be  wr i t t en  as 

and  we can  appea l  to  case  1. 
Case  4. 

¢ G 

r e  = 

p ~  r x 

(1 
Fp create 

r w ¢  

t 
n 

Fx take 

r x 

/ r w c  , /  

• / / / r w c  

n 

; : q  

~ grant 

r x a 

n 

~v take 

/ r / x  

n 

Case  5. 

Case  6. 

w a P-x / w a " - ~ q .  

¢ G 

By L e m m a  3 this can  be  wr i t t en  as 

r e  G 

and  we can apply  case 4. []  
W e  n o w  use  L e m m a  4 to p r o v e  t h r e e  a d d m o n a l  l e m m a s  to be  used  in the  bas is  of  ou r  

l a te r  i n d u c t m n .  
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LEMMA 5. Let  p ,  q ,  and x be dtstmct verttces m a protect ton graph such that p ts 
dtrectly connected to q and there ts an arc f rom x to q wzth label y s u c h  that {r, c} f3 y -¢ 0 .  
Then p can read q. 

PROOF. By Lemma 3, we can assume that y = r. Then we apply the following rules: 

e ~ -~ X ~q create  P-" q 

q 
p= ~-- 

I r w c  

= X  

q 
P : / i ~ r / / ' =  x P : 

~x take | rwc  / "  ~ z  grants • / / "  rwc 

n 

q 
/ "= r - x  

' , t /  
n 

By apphcatlon of Lemma 3 (on the path p,  q, n), we can realize 

r 

"'",,,A ° \  A 
- =  r - X  

i-* ~ \  ~ ) r W C / r w c  I- . . . . . . .  ~ r [ } r w c /  [] 

n n 

LEMMA 6. Let  p ,  q, and x be dtsttnct verttces m a protectton graph such that p ts 
dtrectly connected to q and there lS an arc f r o m  x to q with label y such that w ~ y. Then p 
can write q. 

PROOF. We apply the following rules: 

W 
= z = X ~-x create  P =  q 

W 
~ x  
I 
I r w ¢  
t i 

I'-x grant 

po W 

n 

By applicahon of Lemma 3 (on the path p,  q), 

["x grant 

p= ~ / ~ W  ~ - - x \  

/ 

- , 4 /  
n 

W ~-p take 

W 

n 

[] 
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LEMMA 7. Let  p ,  q,  and x be dtstinct verttces m a protectton graph such that p is 
directly connected to q and there is an arc f r o m  x to q with label y such that c ~ y.  Then p 
can call q 

PROOF Apply the following rules: 

¢ 

~2 ~ ~ X ~.z' create P= q 

P °  ~I- 
¢ 

~x 
t 

1 I rw¢ 
i 

i 
n I 

q ¢ 

. :  i . ,  
r ] r w c  

(-x ea,l ~- "--'~-- --~-~ I ___ rw¢ '_ |  ~- . . . . . .  

n 2 n I 

q ¢ 

I / r - ,  \ \ \ \  

! r w c  "~2 
n 2 n I 

By Lemma 4 (along path q, x, nO, we can reahze 

p: 
q ¢ 

I x 
rwcf Ir "L Irwc 

\ ~ n L _ _ . / f n l  

By a second application of Lemma 4 (along p a t h p ,  q, nO, we get 

then 

F* 

q 

p~, ~ , . c  T ~ 
, rwc /  I \ ! 
', / Ir ~ | r w c  

\\\\ \ ~ , . ~  | \ \ \  r n 

/ i  

r w ¢  

¢ 

p ~ ~ - x  

r ~ l ¢  

THEOREM. Let  p and q be distract verttces in a protectton graph and oe a label, 
Condinons 1 and 2 are necessary and sufficient to tmply p can ce q. 

PROOF. Lemmas 1 and 2 demonstrate necessity; so we proceed by induction to show 
sufficiency. L e t p  = x~, x~-l, .. , xl,  x ,  = q be the vertices on a connected path. 

Basis. For  n = 1, there are two possibdit~es. The x guaranteed by condition 2 either 
coincides with xl = p, in which case the sufficiency is immediately true, or else x and x~ 
are distinct. By Lemmas 5, 6, and 7, p can ct q.  
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Induction. Suppose the theorem is true for n ~- 1 and p = xn+l and xn+l is directly 
connected tox,~ By hypotheslsx, can a q, and by Lemma 4 this impliesxn+l can c~ q. [] 

COROLLARY 1. There is an algorithm for dectdmg t f  p can ot q that operates tn hnear 
time m tile size o f  the protection graph. 

PROOF. To veNfy condition 1 apply any standard connectwity algorithm. Verifying 
condition 2 requires no more time than scanning the in arcs to vertex q.  

An obvious consequence of the constructions of this section ~s that it is simple to 
acquire the right to a given object if it can be acqmred 

COROLLARY 2. I f  p can c~ q, then there extsts a sequence o f  takes, grants, and creates 
contatning m terms that places an arc from p to q wtth label ct Moreover m is linear tn the 
length o f  any path between p and q 

3 Discusston 

The consequence of our main theorem ~s that we can precisely state the protection policy 
for this take-grant system. 

Pohcy: If p can read (write) (call) q, then any user in the connected component 
containing p and q can attain the right to read (write) (read and call) q. 

Thts policy may appear to be more undiscrimmatmg than one might have expected. A 
primary reason for this is that our take-grant system treats all elements of the system the 
same whereas most protection models [3] recogmze two different entities: subjects and 
objects If we &chotomize the vertices of our model into subject and object sets and 
reqmre (as ts usually the case) that only subjects can m=tlate the application of our rules, 3 
then the system becomes much more difficult to analyze. Such an analysis has recently 
been completed and appears in Jones, L=pton, and Snyder [5]. It should be noted that m 
the dichotomized model there are protection graphs that satisfy conditions 1 and 2 for 
which p can ct q =s false. 

In addition to completing the subJect/object analysis, there are other problems to be 
stud~ed For example, cons=der a protect=on graph G where there is an arc from vertex x 
to vertex q with label l where l ~s a new type of label We wish to know ifp can l q, J e. if 
there is a series of takes, grants, creates, and calls that leads to a graph with an arc f romp 
to q wtth label l. The key to this problem =s that whde label l can be taken and granted ~t 
has no special role(s) as r, w, and c do The label 1 =s s=mply something that is passed 
around, and that is all. A graph such as 

w £ p -- ~ ~: q 

shows that our theorem is no longer true under these new assumptions. 
Another  way to modify our system ~s to control the amount of cooperation necessary 

to obtain a particular right With each rule application, the vertex that is denotedx in our 
defimtions will be called a consptrator. 

Thus m 

r 

r ~ix .. . .  :~q I ~: q I- ...... _ r__w_¢ 

n 

x ts a conspirator. Then an interesting question ~s: Ifp can ~ q, can it do so with at most 
m conspirators? One might then hope to attach some kind of likehhoods in a precise way 
to whether or not a system is secure. 

In general there are many other problems to be stu&ed. All of these problems are m a 

a The restriction that only subjects can mltmte protection rules is enforced by r eqmrmg the x vertex m our rule 
defmmons  to be a subject whale all other  verUces may be e ghe r  subjects or objects. 
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sense  gene ra l i za t ions  of  t r ans i t ive  c losure .  T he  key and  mos t  i m p o r t a n t  aspec t  of  this  
gene ra l i za t ion  is t ha t  the  mos t  i n t e re s t ing  ru les  al low " g r o w t h , "  i .e .  t he  add i t i on  of  new  
ver t ices .  I t  a p p e a r s  t h a t  u n d e r s t a n d i n g  the  s t ruc tu r e  of  such  p r o b l e m s  is i n t e r e s t i ng  
b e y o n d  its app l ica t ion  to t he  s tudy  of  p r o t e c t i o n  mode l s .  
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